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ABSTRACT 

GNSS dependent systems have become ubiquitous in various civilian applications. GNSS signals are very low power once 
received on the earth surface and are therefore highly vulnerable to various types of interference signals. Structural 
interference is one of the most dangerous interference types as it is designed to mislead its target GNSS receivers into 
generating falsified position and timing information. These signals have a very similar structure as the authentic GNSS 
signals thus it is very difficult for a standalone GNSS receiver to discriminate them from the authentic signals. This research 
proposes a practical approach to detect and classify structural interference signals using carrier phase measurements of two 
spatially separated GNSS antennas. Afterwards, structural interference is tracked and removed from the received signals in 
order to retrieve the original GNSS signals. Results with real data show the effectiveness of the proposed approach toward 
detecting the structural interference signals, discarding them and extracting the carrier phase information of authentic GNSS 
signals.  

INTRODUCTION 

GNSS receivers are highly vulnerable to structural interference signals such as spoofing and meaconing. A spoofing 
attack based on a set of synthesized GNSS signals, while not easily detectable, is an effective means of providing bogus 
position estimates to a victim receiver. Spoofing signals are more dangerous than other types of narrowband and 
wideband interference in GNSS frequency bands since they can produce a counterfeit position/time solution to their 
target receiver via transmitting carefully designed GNSS like signals that seem legitimate to the receiver. Furthermore, 
cross correlation and multiple access interference (MAI) of higher power spoofing signals can increase the receiver’s 
noise floor which adversely affects the acquisition and tracking performance of authentic signals via reducing their 
effective Carrier-to-Noise (C/N0) ratios. 

Several civilian spoofing countermeasure techniques have been proposed in the literature [1, 2]. These techniques focus 
on specific features of spoofing signals that can separate them from the authentic ones. For instance, one feature of 
effective spoofing signals is their relative higher power compared to that of the authentic ones in order to make the 
target receivers to choose spoofing signals. Reference [3] detects the presence of high power spoofing signals based on 
their abnormally high C/N0 values. Reference [4] monitors the level of automatic gain control (AGC) unit to detect 
abnormal variations caused by high power spoofing signals. Reference [5] proposes a pre-despreading spoofing 
detection method that checks for the excessive structural power content of received GNSS signals. The interaction 
between the authentic and spoofing signals can also be an indicator of the presence of a spoofing attack and this can be 
analyzed during the tracking process of the receiver [1]. 

In many practical scenarios, a spoofer generates multiple GNSS signals and transmits them using a single antenna. As 
such, spoofing PRNs are spatially correlated since they all experience the same propagation channel. This feature is 
used in some approaches to discriminate them from the spatially distributed authentic signals. Reference [6] takes 
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advantage of multiple GNSS antennas to detect spoofing PRNs based on monitoring the phase differences between 
different antenna elements. Reference [3] uses the pairwise correlation between different PRNs received by a moving 
receiver as a means of detecting the spoofing signals being transmitted from a common direction. Reference [7] has 
proposed a method based on monitoring the clock bias variations of a moving GNSS receiver in order to discriminate 
between the authentic and spoofed position solutions. Although the aforementioned methods can effectively counter 
specific spoofing scenarios, limited work has been done toward proposing an anti-spoofing receiver structure that 
detects spoofing attacks, neutralizes them and provides a reliable position and navigation solution. 

This paper proposes a robust twin-antenna anti-spoofing GNSS receiver architecture. Twin antenna GNSS receivers 
have been used in various applications such as heading determination and precision farming. The architecture proposed 
herein enables the receiver to detect a spoofing attack, discriminate and classify spoofing PRNs from the authentic ones 
and eventually remove the spoofing signals from the digitized samples in order to provide an authentic position 
solution. This technique takes advantage of temporal phase variations between two antennas to detect and classify the 
spoofing signals. A spoofing Cancellation (SC) technique is then employed to track, reproduce and subtract the 
classified spoofing signals in order to achieve a spoof-free signal set that is then used to provide an authentic position 
solution. By removing the spoofing signals from the digitized samples, the cross correlation of the spoofing signals is 
also removed. This mitigation enhances the effective C/N0 of the authentic signals in the acquisition and tracking 
stages. A real data analysis show that the proposed method is able to discriminate the counterfeit measurements within 
four minutes for antenna spacing of 2 m in a static scenario. In the case of a moving antenna platform, the 
discrimination time is much shorter. This method does not need any information regarding antenna assembly 
orientation or antenna spacing, and the discrimination time reduces as the antenna spacing increases. The operation of 
the proposed receiver structure has been tested in a real-world spoofing scenario: a hardware simulator output has been 
used as a spoofing generator whose output is combined with the authentic signals collected from outdoor antennas. The 
test results show that the proposed technique can successfully detect and classify the spoofing PRNs, remove them from 
the received sample set and provide a reliable spoofing free position solution. Another advantage of the proposed 
receiver architecture is preserving the pseudorange and carrier phase observations of each antenna element, which can 
then be used for further use such as heading determination. 

Section II describes the received signal model and the carrier phase measurements. Section III discusses the proposed 
technique for structural interference classification and excision. Section IV discusses data collection and corresponding 
processing results and finally, Section V provides concluding notes and discussions. 

SYSTEM MODEL 

Structural interference signals are designed to mislead the positioning and navigation capability of GNSS receivers. 
These signals can affect proper operation via inducing fake correlation peaks whose power level is higher than the 
authentic ones. Also, a high power structural interference signal can elevate the noise level due to the cross correlation 
of counterfeit PRNs and locally generated replicas [7]. 

Received Signal Model 

The received GNSS signal contaminated with spoofing signals at the ith receiver antenna can be modeled as [7] 
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and Ja and Js are authentic and spoofing signal sets, respectively. The superscript iϵ{1,2} is the antenna index and n is a 
short representation of nTs which represents the sample index. Herein Ts is the sampling interval. ϕ, f, p and τ are the 
carrier phase, Doppler frequency, signal power and code delay of the received signals, respectively. Herein the 
superscripts s and a refer to the spoofing and authentic signals, respectively. In this model, b[n] is the transmitted 
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navigation data bit and v[n] is the PRN sequence at time instant nTs. The subscripts m and q correspond to the mth 
authentic signal and the qth spoofing signal. Ai[n] and Si[n] represent the authentic and spoofing signal set and η[n] is the 
complex additive white Gaussian noise with variance σ2. 

Carrier Phase Measurements Model 

Considering a double-antenna assembly, the carrier phase observation at the ith antenna for the lth received PRN signal 
can be written as [8] 

               i
l

i i i i i i
l l l l l lk k c t k T k N I k Tr k w k       


  (3) 

where ρi
l[k] is the actual range between the lth satellite and ith receiver antenna. tl(k) and Ti(k) are the clock errors 

corresponding to the lth satellite and ith receiver. Ii
l[k] and Tri

l[k] are the ionospheric and tropospheric delays. w[k] is the 
noise term including range errors, receiver noise and multipath. c and λ are the light velocity in vacuum and the carrier 
wavelength of GNSS signal. Ni

l is an integer number corresponding to cycle ambiguity of the lth PRN at ith antenna. k 
represents the measurement index.  

PROPOSED TECHNIQUE 

This research proposes a spoofing aware receiver structure that detects the presence of spoofing signals based on carrier 
phase measurements of two spatially separated GNSS antennas and based on this identifies spoofing signals from the 
authentic ones. Then, a proposed spoofing cancellation (SC) unit regenerates a replica of spoofing signals and removes 
them from the input signal of each antenna. The resulting signal is spoof free and can be used for generating authentic 
PVT solutions, RTK processing or heading determination. Fig.1 illustrates a block diagram of the proposed double 
antenna receiver. 

The two receiver branches could be either accommodated in the same package using the same clock source or they can 
be two separate GNSS receivers that provide synchronized carrier phase measurements. In the first stage, this receiver 
acquires and tracks all detectable PRN signals including all authentic and counterfeit PRNs. After that, the carrier phase 
measurements corresponding to all PRNs at both antennas are fed to the structural interference detection and 
classification unit. This unit monitors the variations of the carrier phase differences during an observation interval and 
based on that provides a list of authentic and spoofed PRNs. This list will then be fed to the SC unit.  
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Fig. 1. Block diagram of proposed receiver 
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Spoofing Detection and Classification 

Assuming a short antenna baseline and based on (3), the carrier phase difference of two receivers can be written as 

 1,2

1,2 1 2 1,2 1,2 1,2

l
l l l l lc T N w        


      (4) 

where ∆T1,2 represents the temporal variations of the relative clock bias between the two receivers. Herein, the index k 
has been removed for notation simplicity. ∆Nl

1,2 is the difference between integer carrier cycle ambiguities of two 
receivers and this value is constant within the observation interval assuming that no cycle slip happens in that interval. 
The effects of ionospheric and tropospheric delays have been neglected because of differencing between two antennas 
that are separated by a short baseline. ∆ρl

1,2 can be written as 

        1,2 cos cosl l a l ak d k k        (5) 

where d is the inter-antenna distance or baseline, and θl[k] and Ψl[k] refer to the elevation and azimuth angles of the lth 
PRN signal in the local coordinate system. θa and Ψa are the arbitrary elevation and azimuth angles of the antenna 
assembly.  

As shown in (5) the magnitude of ∆ρl
1,2[k] is a function of the antenna spacing, d, and the azimuth and elevation angles 

of incident signals with respect to the antenna baseline. For a static spoofing scenario, ∆ρl
1,2[k] is time invariant. 

However, in the authentic case this parameter changes as the azimuth and elevation angle of each satellite change over 
time. In dynamic scenarios or cases that ∆T1,2 is time variant, the single difference of two antennas would not be 
sufficient for spoofing discrimination. As such, the double difference of carrier phase measurements will be used to 
provide a pairwise comparison between the observable carrier phase measurements 
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It is assumed that spoofing PRNs are all transmitted from a single terrestrial antenna and therefore they all have the 
same azimuth and elevation angles with respect to the antenna baseline. As such, for the case that m and l are both 
spoofing signals, it can be written that 

      1,2 1,2 1,2
, 0m l m lk k k         (7) 

Therefore, (6) becomes time invariant in spoofing scenarios and this does not depend on the receiver dynamics or 
relative clock drifts of receivers (in case that the receivers are separate). However, for the case of authentic signals, (7) 
does not hold since these signals are transmitted from different azimuth and elevation angles and their angles of arrival 
change independently. Therefore, spoofed PRNs can be discriminated from the authentic ones based on the double 
difference of the carrier phase measurements of two receivers. For a static antenna platform with a typical baseline of 2 
m, reliable classification takes place within a few minutes. For the case of a moving platform, the classification time 
could be considerably reduced (on the order of a few seconds) depending on the motion pattern and receiver dynamics. 

Spoofing Cancellation (SC) 

Fig. 2 illustrates the structure of the proposed spoofing cancellation unit. This unit generates a replica of spoofing signal 
based on the list of classified spoofing signals and the estimated parameters from the tracking loops of each antenna as 
[10] 
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The spoofing replica is then subtracted from the input signal samples. The SC unit also accommodates a sample buffer 
that compensates for the processing delay of the spoofing replica generator in order to ensure the synchronization 
between input samples and spoofing replica. The output of SC unit is a spoofing free signal that can be fed to a 
conventional GNSS receiver strategy. 
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Fig. 2. Spoofing Cancellation Unit 

DATA PROCESSING AND ANALYSIS 

The testing of GNSS anti-interference techniques is challenging since outdoor radio frequency (RF) power transmission 
in the GNSS frequency bands is prohibited by frequency regulations. As such, special considerations were taken into 
account to test the performance of the proposed techniques. This section provides experimental performance evaluation 
of the proposed structural interference classification and mitigation approach. The analysis has been done on GPS L1 
C/A signals but the results can be extended to other GNSS signals including Galileo. As shown in Fig. 3, authentic 
GNSS signals have been collected using two Novatel-702GG rooftop antennas that are separated by 2.6 m along the 
South-North direction. These signals are amplified and then combined with artificial GNSS signals generated by a 
hardware simulator (HWS) system. 

The HWS signal is simulating structural interference generated from a common source and, after controlled 
amplification, fed to a splitter. The splitter output signals are then passed through two cables and then combined with 
rooftop signals. In this setup, the relative propagation delay of all spoofing PRNs is the same and simulates the case of 
real spoofing signals where all counterfeit PRNs are transmitted from the same source and experience the same 
propagation channel. The power level of spoofing signals is adjusted so as to exceed the power level of authentic 
signals but do not add more Gaussian noise to the system. The combined signals are then fed to a National Instrument 
(NI) RF frontend which coherently down-converts and samples the input signals. The sampling frequency is fs=5 MHz 
and each sample is represented by 12 bits in real and imaginary branches. In the collected dataset, PRNs 1, 11, 12, 14, 
17, 20, 23, 25, 31 and 32 correspond to the authentic signals and PRNs 3, 6, 7, 8, 13, 19, 21, 24, 25, 26 and 28 
correspond to the spoofing signals. In this list, PRN-25 is common between authentic and spoofing PRN sets, however 
the Doppler and code delay of the authentic peak is different from those of the spoofed peak. 

Fig. 4 shows the single and double difference of carrier phase observations for detectable authentic and spoofing 
signals. Herein, the observation time is 600 s and the mean value of phase difference plots is removed. In these plots, 
the carrier phase measurements of spoofing PRNs are shown in black whereas the authentic signals are shown in 
different colors. It is observed that the phase differences corresponding to spoofing PRNs are a constant function of  
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Fig. 3. Data Collection Setup 
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Fig. 4. Carrier phase single and double difference for observable authentic and spoofing signals 

time while the authentic phase differences change considerably. These observations can clearly discriminate spoofing 
signals from the authentic ones. As can be inferred from this figure, the observation interval is a very important 
parameter for PRN classification. For the case of a dynamic platform, the change in the heading of the antenna 
assembly causes proportional variations in authentic phase double differences while the spoofed phase differences 
remain constant. This leads to faster discrimination between authentic and spoofing signals. 

Fig. 5 shows the percentage of correctly authenticated PRNs as a function of observation interval for a static antenna 
platform. The results are based on the single differences of carrier phase measurements and are extracted for different 
false alarm (false authentication) probabilities. It is observed that more than 80% of genuine PRNs are authenticated 
after one minute of observation. This percentage increases to 100% when the receiver observes the carrier phase 
measurements for about 4 minutes.  

Table I provides a list of observable PRN signals corresponding to authentic and spoofed sets. This table also lists the 
C/N0 value of each PRN before and after spoofing cancellation (SC). It is observed that the presence of structural 
interference degrades the C/N0 of authentic signals due to the cross-correlation between counterfeit spreading codes and 
local despreading replicas. This degradation may interrupt the acquisition of some lower power authentic signals such 
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Fig. 5. Percentage of correctly authenticated PRNs as a function of observation time 
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TABLE I.  C/N0 PERFORMANCE OF PROPOSED INTERFERENCE MITIGATION APPROACH 

PRN Status C/N0 (dB-Hz) 
Before SC After SC 

1 A 42 45 
3 S 48 - 
6 S 48 - 
7 S 48 - 
8 S 48 - 
11 A - 37
12 A 36 39 
13 S 48 - 
14 A 38 42 
17 A - 37 
19 S 48 - 
20 A 44 48 
21 S 48 - 
23 A 41 45 
24 S 48 - 
25 S/A 48 43 
26 S 48 - 
28 S 48 - 
31 A 47 50 
32 A 46 49 

 

as PRNs 11 and 17. However, after spoofing cancellation, all authentic PRNs are detectable and their C/N0 value is 
considerably increased. It is also observed that all counterfeit PRNs are successfully detected and discarded at the 
output of SC module. For the case of PRN 25, which is common between authentic and spoofed signal sets, it is 
observed that the receiver has first detected the higher power spoofed correlation peak with a C/N0 of 48 dB-Hz. 
However, after spoofing cancellation, the authentic peak becomes detectable with a C/N0 of 43 dB-Hz. 

The positioning performance of the proposed structural interference mitigation approach has been also evaluated after 
the operation of the SC module. To this end, the IF samples after spoofing removal were fed to the GSNRxTM software 
receiver [10] and it was observed that this receiver is able to extract the actual position of each antenna. Then, the 
extracted pseudorange and carrier phase measurements were converted to the Receiver Independent Exchange (RINEX) 
format. These measurements along with the navigation information from a base station receiver were fed to the open-
source RTKlib software [11] for carrier phase ambiguity resolution. It was observed that the spoof-free measurements 
lead to a carrier phase ambiguity fixed position solution. As such, it can be stated that the operation of the SC module 
does not distort the authentic observations and these measurements are accurate enough to be used for precise 
positioning applications such as RTK and heading determination. 

CONCLUSIONS 

A double-antenna GNSS receiver structure was proposed to detect and discriminate counterfeit GNSS signals and then 
employed an interference cancellation module to track and remove the counterfeit signals from the received signal set. 
The proposed approach looks into the temporal variations of carrier phase single and double differences in order to 
detect and classify structural interference signals. It was shown that the carrier phase differences are time variant for 
authentic signals while they are constant for non-authentic measurements. The proposed interference cancellation 
module first estimates the required parameters for interference reconstruction and then generates a replica of structural 
interference signals to be subtracted from the original received signal set. The performance of the proposed receiver 
architecture was tested with counterfeit GNSS signals and its effectiveness is proven. One of the advantages of this 
structural interference excision method is maintaining the spatial information of authentic GNSS signals received at 
each antenna element. It was shown that this structural interference mitigation approach does not distort carrier phase 
measurements and that it can be used in high precision applications such as high grade geodetic receivers or heading 
determination applications. 
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