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Problem Solution & Initial Results

Our solution consists of a Visual Studio (VS) Code Extension. VS Code was
chosen for its popularity (74.47% of respondents of the 2022 Stack
Overflow survey® (71,010 responses) used VS Code as their primary code
editor). It also offered the most powerful feature set and documentation
for extension development.

Cybersecurity has emerged as a major concern with the increased
applications and interconnectivity of computer systems. Notorious attacks,
such as the one on Colonial pipeline!, have demonstrated the disastrous
consequences of inadequate security.
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The Log4j Vulnerability: Millions of Attempts Made Per Hour to Exploit
Software Flaw

Hundreds of millions of devices are at risk, U.S. officials say; hackers could use the bug to steal data, install malware or take control
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One way these attacks can be orchestrated is through exploiting
vulnerabilities -- flaws in the design of the system itself; there were more
than 25,000 CVEs (publicly disclosed vulnerabilities) in 2022. Cybersecurity
efforts have largely focused on detecting and remediating software
vulnerabilities. However, recent research has shown that security
vulnerabilities in hardware, such as processors, can also be exploited.

Meltdown and Spectre 1. Process RTL Project:

Vulnerabilities in modern computers leak passwords and sensitive data.
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to steal data which is currently processed on the computer. While programs are typically not permitted to read data from
other programs, a malicious program can exploit Meltdown and Spectre to get hold of secrets stored in the memory of 7291 coutl;
other running programs. This might include your passwords stored in a password manager or browser, your personal S

photos, emails, instant messages and even business-critical documents. .out out[um_
; 7:0] outl;

implicit conversion expands from 1 to 8 bits

Meltdown and Spectre work on personal computers, mobile devices, and in the cloud. Depending on the cloud provider's
infrastructure, it might be possible to steal data from other customers. 15 outl

No quick fixes available

Figure 2: Meltdown and Spectre Hardware Vulnerability Description®

The tools and techniques available to detect these issues in hardware ;
require expertise in hardware design and cybersecurity, a rare combination;
How can we assist hardware designers in catching these issues early?
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design, require no security expertise to use, and are fully automated. Our
project’s motivation is to create an development environment which can
integrate these scanners to enable their use, and maximize their value and
effectiveness.
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Don’t CWEAT It: Toward CWE Analysis Techniques in Early
Stages of Hardware Design
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Figure 3: Research Paper Title and Authors* CWE# filename description line # col #
Cwe #1  File 1 This Port is not secure line1-4 col6-7
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Our three major objectives are: mod1_uo
1. ability to integrate and use scanners G
2. ability for users to provide “context” to maximize scanning effectiveness CWE# floname description ine#  col#
ope . . . o, 0 Cwe#3 Fieb This connection is not secure line1-4 col6-7
3. ability to display detected issues intuitively
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