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Solution & Initial ResultsProblem

Cybersecurity has emerged as a major concern with the increased 
applications and interconnectivity of computer systems. Notorious attacks, 
such as the one on Colonial pipeline1, have demonstrated the disastrous 
consequences of inadequate security. 

Motivation

A recent research paper has showcased that “Static Analysis” can be effective 
in detecting these “security bugs” in hardware designs. These scanners are 
attractive options because they can potentially be applied at earlier stages of 
design, require no security expertise to use, and are fully automated. Our 
project’s motivation is to create an development environment which can 
integrate these scanners to enable their use, and maximize their value and 
effectiveness. 

One way these attacks can be orchestrated is through exploiting 
vulnerabilities -- flaws in the design of the system itself; there were more 
than 25,000 CVEs (publicly disclosed vulnerabilities) in 2022. Cybersecurity 
efforts have largely focused on detecting and remediating software 
vulnerabilities. However, recent research has shown that security 
vulnerabilities in hardware, such as processors, can also be exploited. 

The tools and techniques available to detect these issues in hardware 
require expertise in hardware design and cybersecurity, a rare combination; 
How can we assist hardware designers in catching these issues early?
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[1]1. https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password?leadSource=uverify%20wall
2. https://www.wsj.com/articles/what-is-the-log4j-vulnerability-11639446180
3. https://meltdownattack.com/
4. https://doi.org/10.1145/3508352.3549369
5. https://survey.stackoverflow.co/2022/#section-most-popular-technologies-integrated-development-environment 

Our three major objectives are:
1. ability to integrate and use scanners
2. ability for users to provide “context” to maximize scanning effectiveness
3. ability to display detected issues intuitively

Our solution consists of a Visual Studio (VS) Code Extension. VS Code was 
chosen for its popularity (74.47% of respondents of the 2022 Stack 
Overflow survey5 (71,010 responses)  used VS Code as their primary code 
editor). It also offered the most powerful feature set and documentation 
for extension development. 

Our motivation translated into three main features:

1. Process RTL Project:
a. Project configuration
b. SystemVerilog language support
c. Hierarchical module tree view

2. Design annotation:
a. UI for manual user annotations
b. back-end to store data

3. Security feedback:
a. easy addition/removal of scanners
b. standardized and configurable interface for scanners
c. design visualizations
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